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Bathroom

Doctors will be able to give
you virtual medical checks
Toilets will analyse waste for
medical problems such as
colon cancer.

o

Bedroom

Clothes made with smart fabrics
regulate your temperature and
monitor your health
E-commerce will become
Fcommerce - online consumers
will be able to enjoy a tailored
shopping experience based on
Facebook 'Likes',

Bedroom

Smart books interact with the
house's 3D and virlual reality
system, bringing to life what
you read.

Kitchen

Smart surfaces identify whot's
on them and have the ability
to react accordingly - keeping
coffee cups warm a

iced+tea cold,

Refrigerctors will advise on
recipes based on whats in stock
and creates personal diets.

Living Room

All appliances connected through
invisible networking system
Entertainment system creates life

like sounds, images and experiences
to completely envelop you in near
4D experience.

Garage Office

Camera of entrance has facial recognition Seethrough electronics, screens, touch panels and
software which is linked to criminal dotabase toctile displays deliver 3D holographic experiences
Car which is able to drive itself. Contact lenses allow you 1o access infinite information

resources instantly before your eyes.
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Ciberseqguridad

Informacion

Cosas vulnerables
a traves de tecnologias
de informacion y

comunicaciones
7/
7/

Seguridad de la informacion

Seguridad de las
Tecnologias de
informacion y

comunicaciones

Ciberseguridad







Desafios en la & )

Infraestructura
de Red

S\
AdA.UfneD{.O de ,.'/ \ -~ En el 2025 habra mas de
ispositivos \ /3
conectados N % zﬁl\ \. dos
RGestion de @ > conectados a internet
identidades y
accesos
., 2005 2010 2015 2020
AProteccion de datos ~ IS IR RIS
internet
AManejo de altos <‘>
volumenes de (4] @ @

infOrmaCién Personas en la
tierra 6.3 billion 6.8 billion 7.2 billion 7.6 billion

Source Cisco 1BSG




¢, QUé datos personales tienen las empresas de ti?

A Nombre A Geolocalizacion .
A Edad A Cruce con eventos locales, thketmaSter
A Fecha de nacimiento regionales, reacciones y Nombre
A Estado civil comentarios en publicaciones Email
A Habitos A Reconocimiento de imagenes Nombre Ubicacién
A Teléfono (lugar de la foto, las personas que Email . No. tarjeta
A Trayectoria académica Saitty Sy Sttt Xo No. tarjeta CVV
A Fotografia A Teléfono que tienes y las apps que cw . Celular
A Nacionalidad tienes (WhatsApp, Instagram, Elir:tfs:izngéaZventos Historial Y B E R
A Email AIrBnBX 0
A Religion
A Direccion de correo electronico ‘
A Foto de perfil = ,
A Lugar de residencia » : +
A Lugar de nacimiento L / ﬂ
A Creencias ideoldgicas y religiosas / Nombre
ﬁ Idiomas ' Domicilio
Sexo E-mail
A Estado Civil y situacion Teléfono
sentimental asi como si se tienen Estado de salud
hijos No. tarjeta
A Intereses CwV J
A Empresa en la que trabaja
A Historial de empresas trabajadas m
i6 i OO
A - . Email 764_4mi %' n (‘T?j)‘
Habilidades profesionales Ubicacion el L - 4
A Cruce datos con contactos para Erecuencia cardiaca Nompre
alimentar el perfil de manera Emalil
automatica No. tarjeta

You ran .22 mi farther and 0°30" faster ( :VV
than average of your past 7 runs.



SECURITY

CYBERSECURITY NEWS_INSIGETS & ANALYSIS

City Water Supply

By Ryan Naraine n a a a a

February 8, 2021

Hacker Remotely Increased Sodium Hydroxide Levels in City’s Water from 100 Parts

n : nau Per Million to 11,100 Parts Per Million. -




Colonial Pipeline Cyber Incident

Office of Cybersecurity, Energy Security, and Emergency Response

Office of Cybersecurity, Energy Security, and Emergency Response » Colonial Pipeline Cyber Incident

On May 7, 2021, the Colonial Pipeline Company proactively shut down its pipeline system in
response to a ransomware attack. On May 13, 2021, Colonial Pipeline announced the company

restarted their entire pipeline system and product delivery commenced to all markets.

During the Colonial Pipeline incident, the Department of Energy (DOE) Energy Response
Organization was activated to coordinate with industry, interagency, and state partners, providing
situational awareness, analysis of impacts, and supporting response efforts. DOE coordinated a
whole-of-government response to help support Colonial resume operations quickly and safely,

while moving fuel supplies to impacted areas to mitigate impacts to consumers.
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SECURITY & PRIVACY
KIM

Medical nightmare: electronic KOMANDO
health devices can be hacked with

deadly results

BY KIM KOMANDO, KOMANDO.COM - JUNE 28,2019 SHARE: W @ @

Most Popular

Cyberattacks target more than companies and governments. Millions of Americans using high-tech




Diferencia entre el Qué y el Como

ISO/IEC 27001

ISO/IEC 2700- ?.%

Manejo de

identidad y

Telecom = Energia
N biométricos
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‘Seguridad en la
nube

Seguridad de  Relacién con

Autenticacion
aplicaciones  proveedores utent



Estandares de Seguridad de la Informacion y
ciberseguridad

ISO/IEC 27014:2013 Information technolegSecurity
techniques- Governance of information security

ISO/IEC 27001:204@formation
security, cybersecurity and privacy ISO/IEC 27002:2022

protection -- Information security Information security, cybersecurity and privacy

Management systems- protection T Information security controls
Requirements

ISO/IEC 27017:2015 ISO/IEC 27018:2019
ISO 27799:2016 : Information technology- Information technology- ISO/IEC 27019:2017
, ! ISO/IEC 27032:2012 : . : : :

Health informatics Informationtechnology-- Security technigues Code of @ Security techniques Code of Information technology-
Information security Securityechnigues- practice for information practice for protection of Security techniques
management in health usind  Guidelinedor cybersecurit security controls based on personally identifiable Information security controls

ISO/IEC 27002 Y ISO/IEC 27002 for cloud information (PII) in public for the energy utility industry

services clouds acting as PII processd



https://www.iso.org/contents/data/standard/04/37/43754.html
https://www.iso.org/contents/data/standard/04/37/43754.html
https://www.iso.org/contents/data/standard/05/45/54534.html
https://www.iso.org/contents/data/standard/05/45/54534.html
https://www.iso.org/contents/data/standard/05/45/54534.html
https://www.iso.org/contents/data/standard/05/45/54534.html
https://www.iso.org/standard/62777.html
https://www.iso.org/standard/62777.html
https://www.iso.org/standard/62777.html
https://www.iso.org/standard/62777.html
https://www.iso.org/standard/62777.html
https://www.iso.org/contents/data/standard/04/43/44375.html
https://www.iso.org/contents/data/standard/04/43/44375.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/04/37/43757.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/07/65/76559.html
https://www.iso.org/contents/data/standard/06/80/68091.html
https://www.iso.org/contents/data/standard/06/80/68091.html
https://www.iso.org/contents/data/standard/06/80/68091.html
https://www.iso.org/contents/data/standard/06/80/68091.html
https://www.iso.org/contents/data/standard/06/80/68091.html

Controles en 27002 y otros estandares

e Disposal of media

WSO/IEC 27040:2015 Information technoleg8ecurity techniques Storage security

e ACCeSS control and communication security

oN\etwork Security

WSO/IEC 27038:2015 Security techniquesNetwork security- Part 1: Overview and
concepts

WSO/IEC 27033:2012 Security techniquesNetwork security- Part 2: Guidelines for the
design and implementation of network security

WSO/IEC 27033:2010 Security techniguesNetwork security- Part 3: Reference
networking scenarios Threats, design techniques and control issues

WSO/IEC 27038:2014 Security techniquesNetwork security- Part 4: Securing
communications between networks using security gateways

WSO/IEC 27038:2013 Security techniguesNetwork security- Part 5: Securing
communications across networks using Virtual Private Networks (VPNSs)

= |Ntrusion Detection and Prevention

013.1.1 Network controls
14.1.2 Securing application services on public networks
14.1.3 Protecting application services transactions
WSO/IEC 27039:2015 Security technigueelection, deployment and operations of
intrusion detection and prevention systems (IDPS)

e Backup and media handling

WSO/IEC 27040:2015 Information technoleg8ecurity techniques Storage security

System acquisition, development and maintenance

wApplication Security

WSO/IEC 27034:2011 Security techniquesApplication security- Part 1: Overview and
concepts

WSO/IEC 27032:2015 Security techniquesApplication security- Part 2: Organization
normative framework

WSO/IEC 27033:2018 Application security Part 3: Application security management
process

WSO/IEC CD 27034 Application security- Part 4: Validation and verification

WSO/IEC 27038:2017 Security techniquesApplication security- Part 5: Protocols and
application security controls data structure

WSO/IEC 27038:2016 Security techniquesApplication security- Part 6: Case studies

WSO/IEC 27034:2018 Application security Part 7: Assurance prediction framework

s Supplier relationships

WSO/IEC 27036:2014 Security techniquesinformation security for supplier relationships
- Part 1: Overview and concepts
WSO/IEC 2703B:2014 Security techniquesinformation security for supplier relationships
- Part 2: Requirements
WSO/IEC 27038:2013 Security techniquesinformation security for supplier relationships
- Part 3: Guidelines for information and communication technology supply chain security
WSO/IEC 27036:2016 Security techniquesinformation security for supplier relationships
- Part 4: Guidelines for security of cloud services

Information security incident management

WSO/IEC 27035:2016 Security techniquesinformation security incident management
Part 1: Principles of incident management

WSO/IEC 27038:2016 Security techniquesinformation security incident management
Part 2: Guidelines to plan and prepare for incident response

WSO/IEC 27037:2012 Security techniquéuidelines for identification, collection,
acquisition and preservation of digital evidence

WSO/IEC 27042:2015 Security techniqué3uidelines for the analysis and interpretation of
digital evidence

WSO/IEC 27043:2015 Security techniguéscident investigation principles and processes

Information security aspects of business continuity management

WSO/IEC 27031:2011 Security technigu&duidelines for information and communication
technology readiness for business continuity

This is not a comprehensive list. thev are examples
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El cuerpo humano es el sistema mas antiguo
que hemos asegurado

Tenemos gue mantener

nuestros sistemas y
redes saludables
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Direccion de correo electronico del remitente
este caso el dominio del que salio el correo es
hakoonalo.com no de sat.gob.mx )
Este dato aparece en algunas aplicaciones de
correo solamente al pulsar sobre el nombre del
remitente

Servicio de Administracion Tributarie 1

|
Nombre del remitente (este es un texto que cualquiera puede
modificar, en este caso devolucion@sat.gob.mx es parte del nombre
gue el remitente usé para denominarse )

&
B | c MDA Y CREDITO PUBLICO SERVICIO DE ADMINISTRACION TRIBUTARIA

Apreciable Contribuyente:

Adjunto puedes encontrar el archivo con los datos para su devolucién
correspondiente al ejercicio 2022

Atentamente
DevolucioneSAT

) . -
iGracias por cumplir! —_

Este mensaje de correo electrénico se ha enviado desde una direccion
exclusivamente para envios, no lo respondas.

En el SAT Unicamente enviamos correos electrénicos con informacion y nunca solicitamos, por este medio, la instalacion de software alguno.
Si requieres asesoria fiscal 0 mas informacion, no devuelvas este mensaje y contactanos por alguno de los siguientes medios:

[ satgobmx [ SAT México

Tienes derecho a ser informado y asistido por las autoridades fiscales con respeto y consideracion.
i requieres orientacion o auxilio acerca de lusde echos y medios de defensa, as ude a la Procuraduria de la De'ensa del Contribuyente, prodecon.gob.mx,
0|Im al 800 6110 190. La informacién de este correo no establece obligaciones ni a derechos distintos de los contenidos en las disposiciones fiscales.

y N
y N
= =
& A

£ sarmx (@ satvx ] MarcaSAT 55 627 22 728

Devolucione$SAT<devolucion@sat.gob.mx> <devolucion@sat.gob.mx.hakoonalo.coms
J

v

(en

Para evitar caer en este tipo de engafos:

AsegUrate que el correo viene de la

direccion legitima del remitente
No abrir archivos adjuntos de personas

desconocidas

No habilitar macros a menos que estemos
absolutamente seguros de que es un
archivo legitimo

Adjuntan un archivo en formato.  doc
Este archivo esta en un formato obsoleto
(el vigente seria .docx) y  se considera
inseguro ya que contenia macros , en este
caso el archivo recibido contiene codigo
malicioso que busca infectar el equipo del
destinatario

La firma e informacion al pie

del correo, si bien tiene datos
correctos, pueden solo haber
sido copiados y pegados de
alguna comunicacion legitima

y @pcoronaf


mailto:devolucion@sat.gob.mx

Complementar con
Parches y Actualizaciones




Aislamiento ante las &
Amenazas E |




¢, Como ldentificar una Direccion de Internet Segura?

‘, ‘ - O X
/ P Login to your PayPal acc X \\‘\__
< C ecurity.alert onfirmation-manager-security.com/s ";mn?’r«‘vl:P;r-,'.t-:‘:lIK:“;'l-.’w'.ql;n.:-':pn UK {} @'n © W
@pcoronaf
En realidad el siti ocanfirmatierst amos Vvi|sit
manager-security.comé yd@agpal.como
Tiene un certificado de
seguridad y a un lado dice Debemos asegurarnos
(paypal.comé Parecier a que el ‘dominio’ donde
confiable pero no lo es . PayPal

estamos es el que
queremos y no un ‘sub-
dominio’ o un

parece

Email address

Sign Up

:/[paypal.com.security.alert.confirmation-manager-security.com/signin?country=UK&locale.x=en_UK

Sub-dominio dominio tid documento y argumentos







Trazabilidad

$Quién?

¢Donde?
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Correlacion de actividad

Permisos de
usuario y grupg

Sistema
operativo del
dispositivo

Riesgo del
usuario

Hora del inicio
de sesion

**k*%k

Intentos de
inicio

Aplicacion
utilizada

©

Accion
solicitada

-
-
-
I

Dispositivo
utilizado

Recurso
accedido




Usar las herramientas
adecudas




Realizar pruebas
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